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The use of ICTs has enabled users to enjoy their rights online through governments providing access 
to internet usage. A number of governments do not take keen steps in those who destabilize the ability 
for others to enjoy internet freedoms.   There has been an increase in rights violations online where 
intimidation of users, women and children inclusive has been shown. The intimidation of online  
users has undermined socio-economic and political development worldwide. Africa is assumed to 
have the lowest ICT usage figures compared to other regions and it also experiences a deep digital 
divide. The moves seen in some countries which hamper access and affordability as well as unduly 
restrict citizens’ rights to free speech, privacy and access to information. This therefore undermines 
the efforts to bridge the digital divide. 

Although many African countries have experienced internet or social media shutdowns, a dent 
thus disrupting communications. This is quite worrying because many governments are raising 
surveillance capacity to guide interception of communications or user information requests. An act 
of technology-related violence against women and girls including non-consensual accessing, using, 
manipulating, disseminating or sharing of private data, information and/or content, photographs 
and/or videos, including sexualized images, audio clips and/or video clips or photo shopped images 
is an act of technology-related violence against women and girls.

In Uganda, the use of the internet has increased over the years with more than 11 million users 
providing a landscape that facilitates abuse of human rights especially among women and children.1  

1   https://researchictafrica.net/wp/wp-content/uploads/2019/05/2019_After-Access-The-State-of-ICT-in-Uganda.pdf

1.0 Background and Introduction
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It has been critical because the protection of these vulnerable groups has been at a low and real 
abuses of freedoms are increasing2.  Although Uganda has documented threats to digital access, 
defending the rights of women and children online has been at a low. This is because the existing 
legal framework and new policies limiting internet access, free speech have further suffocated 
them; for example, Articles 27 and 29 of the 1995 constitution of the Republic of Uganda contradict 
constitutional guarantees in protecting women and children. 

Although the use of the internet in Uganda is positively blooming, the realization and protection of 
the rights of women and children is still an area faced with challenges and restrictions, one being 
a notable increase of abuse through violation of users’ privacy and freedom of expression3. The 
rationale of this review is to explore the ambiguities within the National Legal and policy framework 
pertaining to online censorship, protection and privacy of women and children.

The aim of this report is therefore to present a review of cyber policies that will inform and engage 
policy makers on the need to structure protective systems for women and children online. It will 
further contribute to advocating and carrying out awareness through various social media platforms 
like Twitter, Facebook, WhatsApp and many more. 

2   https://www.ids.ac.uk/download.php?file=files/UgandaCh3.pdf

3   State of internet freedom in Uganda (2016)
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Methodology2.0

The team adopted primary and secondary data collection mechanisms 
which included a desk review and an online survey. A number of policies 
were reviewed some of which included; Children’s Act (2016) CAP 59 as 
amended, The Penal Code Act Cap 120 Chapter 14, which deals with 
protection of human dignity, The African Charter on the Rights and 
Welfare of the Child, CAB/LEG/153/Rev.2, The National Child Policy 
Implementation Plan 2020/21 – 2024/25.

For the survey, an online questionnaire was used to collect supplementary 
information for the desk review. The respondents gave their views on how 
they feel about the extent at which the current policies have protected women and children online. 

The questions were piloted using three experts who did not participate in the final study. This was 
done to assess the validity of the statements. Questions that were poorly phrased or found irrelevant 
for the study were corrected or deleted during this exercise, resulting in a valid online tool. 
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Violence against Women and 
Children online 

3.0

Protection of women and children online has been a challenge over the years even with the frequent 
use of Information Communication Technologies (ICTs). People communicate with each other 
in real time through various platforms which include WhatsApp, Twitter, Snapchat, Facebook and 
others. It is through these platforms that ICT has enabled increasing violence against women and 
children online. Violation of rights online are centred on cyber bullying, cyber stalking, unsolicited 
pornography, rape threats, online sexual harassment, impersonation and non-consensual intimate 
images as well as gender-based violence4. Studies confirm that at least one in three women from the 
age of 15 experience one form of online violence. The effects of this violence threaten the safety of 
women and children where intimate images are shared online without the consent of the women. The 
women are sent ashaming online messages, photos and videos which kill their self-esteem and self-

4  https://wougnet.org/assets/portal/wougnetwebsite/publications/2020-11-16/report.pdf
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confidence as well as the feeling of humiliation and exploitation that impacts on their mental health 
causing anxiety and eventually depression. In addition, when personal and private information is 
shared publicly, it causes distress and harassment.5

Other incidences include women being contacted through deceptive social media accounts and 
offensive content shared with the aim of causing embarrassment. Some identities are stolen and 
irritating messages sent to the women most of who are requested for sex and are threatened if they 
reject the requests. Ever since the outbreak of COVID-19, violence against women and children online 
has increased because of the heightened use and access to internet6. Women and children have had 
no option but to frequently use the internet to work, learn and access information. This has increased 
the abuse of women irrespective of where they are. The 2016 Uganda demographic and health survey 
highlighted that marginalised groups that include rural women and those with disabilities are some 
of the most affected online as they face effects of online violence even when they are offline. The 
effects are mainly psychological.

3.1  Protection of Women and Children against Online 
Violence

According to the European institute of gender equality, protective measures of violence against women 
and children have not been fully enacted in Europe. Studies show that women and children are more 
likely to face various forms of online violence as compared to men. This exposes the weakness in the 
approaches in legislating a gender approach to online violence against women and children. It is quite 
hard to protect women and children against online violence because there is limited information on 
the actual percentages of women and children facing online violence and harm as well as information 
5    https://wougnet.org/assets/portal/wougnetwebsite/publications/2020-11-16/report.pdf
6   https://www.europarl.europa.eu/RegData/etudes/STUD/2021/662621/EPRS_STU(2021)662621_EN.pdf
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on criminalization of perpetrators by police or the justice system. This lack of information derails the 
ability to conduct a proper analysis of how women and children are protected from online violence. 
Although countries like the United Kingdom, Germany and France have enacted policies to capture 
online harm against women and children, enforcement and prosecution of perpetrators have 
attracted a weaker and less effective approach in ensuring justice. The inadequate criminal justice 
response has reflected negatively on protection of women and children online. This has affected 
the enacting and implementing of policies protecting women and children as well as protection of 
victims in countries like Uganda especially during the COVID-19 crisis. Identifying online abuse and 
protecting women and children online is even harder because those who would have recognized 
the abuse are not in direct contact with the women and children. The identifiers of such crimes can 
include teachers, child care workers, extended family, support groups and the community. These 
can identify a crime through interaction and noticing a change in behaviour. The closure of schools 
and frequent countrywide lock downs due to COVID-19 have completely disrupted online violence 
prevention and response services and exposed children to frequent access to the internet. Without 
knowing who to report online violence, women and children stand a high chance of psychological 
and mental violence7. Countries like Malaysia have provided online tele-services where children can 
send instant text messages and videos to authorities, Georgia and Kenya have a hotline with 24 hour 
counsellors who also create awareness on case management and online child protection. Uganda 
has unfortunately not had such online initiatives to protect women and children.8

The fact that COVID-19 has exposed women and children to a variety of social media platforms has 
given lee way for the sharing of wrong content that range from nude photos and videos. The absence 
of a particular law that regulates online communication has made things worse. The computer 
misuse Act for example does not talk about online communication and how to protect women 
and children. It is possible that if such acts have been identified, the women may face problems of 
pursuing the matter further because many times it is a close friend or relative who has committed 
the act of violence. Reporting perpetrators is assumed to fuel more violent online conversations and 
intimidation.9

Women in rural areas do not have consistent access to electricity, internet and telecommunication 
services. Although mobile cellular signals cover almost 100% of the population in rural areas, these 
signals are weak and huge improvements are needed, including reduction of broad-band costs 
as well as tax burdens. These are three times as high as the average in Africa. For those Ugandans 
who are online, the internet is only ‘partly free’. According to the 2015 Freedom House rankings, the 
Ugandan government is increasing its surveillance of Ugandan citizens, thus rendering the internet 
less conducive to freedom of expression and discussion.10

7  https://www.unicef.org/media/74146/file/Protecting-children-from-violence-in-the-time-of-covid-19.pdf
8  https://www.unicef.org/media/74146/file/Protecting-children-from-violence-in-the-time-of-covid-19.pdf
9 https://www.kas.de/documents/280229/0/Why+online+violence+against+women+is+persistent+in+Uganda+despite+existing+laws+and+policies.
pdf/6795af2b-08b2-8d18-7d2f-32f5872fd15e?version=1.1&t=1578920218390
10  https://www.kas.de/documents/280229/4616563/ARISE+Issue+67.pdf/e9c420c2-7267-e348-f9bd-0e5eb99c58cc?version=1.2&t=1605608816734
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3.2 Legal framework

Digital rights are human rights where one must be protected and is able to express oneself. Although 
there is no specific instrument focusing on cyber violence online against women at European Union 
level, the General Data Protection Regulation (EU GDPR) and e-Commerce Directive as well as the 
directives on victim’s rights, trafficking and exploitation of children online cover some of these forms 
of violence. Many European Parliament resolutions call for the recognition of cyber violence and hate 
speech online against women.

The UN General Assembly Resolution on Protecting Women Human Rights Defenders (2013) recalls 
that “information-technology-related violations, abuses, discrimination and violence against women, 
including women human rights defenders, such as online harassment, cyber stalking, violation of 
privacy, censorship and the hacking of e-mail accounts, mobile phones and other electronic devices, 
with a view to discrediting them and/or inciting other violations and abuses against them, are a 
growing concern and can be a manifestation of systemic gender-based discrimination, requiring 
effective responses compliant with human rights” (UNGA 2013).
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The UN Human Rights Council resolution on the promotion, protection and enjoyment of human 
rights on the internet (2016), affirmed that the rights people have offline must also be protected 
online (Human Rights Council 2016).

The UN General Assembly’s resolution on the right to privacy in the digital age (2016) recalls that 
violations and abuses of the right to privacy in the digital age may affect all individuals, including 
with particular effects on women, as well as children and those who are vulnerable or marginalized 
(UNGA 2016). 

The UN Agenda 2030 for sustainable development has among others the goal to “achieve gender 
equality and empower all women and men” and includes targets such as “Enhance the use of 
enabling technology, in particular information and communications technology, to promote the 
empowerment of women”, and “Eliminate all forms of violence against all women and girls in the 
public and private spheres, including trafficking and sexual and other types of exploitation”. 

The Committee on the Elimination of Discrimination against Women (CEDAW Committee) adopted in 
2017 the new General Recommendation 35 which reaffirms the UN’s commitment to a world free from 
violence for all women and girls and recognises the new forms of violence against women and girls, 
redefined “through technology-mediated environments, such as contemporary forms of violence 
occurring in the Internet and digital spaces”. (Human rights council 2018). 

The UN Human Rights Council on July 4th 2018 voted resolutions on the “Promotion, protection and 
enjoyment of human rights on the Internet” several of them concern cyber violence and hate speech 
online against women and the relations between privacy violations, misuse and theft of data and 
violence, including against women for their public persona (Human rights council 2016).

The right to protection online is recognised in the EU Charter in Articles 
7 and 8. In Europe, European Digital Rights (EDRi) was founded in 
June 2002 with the main objective of promoting rights and freedoms 
in the digital environment such as the right to privacy, personal data 
protection, freedom of expression, and access to information.11 

Article 8 of the Universal Declaration of Human Rights emphasizes 
that everyone has access to justice where one has the right to an 
effective remedy by competent national tribunals for acts violating 
the fundamental rights granted to him/her by the constitution or by 
law.

The African Declaration on Internet Rights and Freedoms (AfDEC) is a Pan-African initiative with the 
objective to promote human rights, women and children inclusive and principles of openness in 
internet policy formulation and implementation on the continent.
11  https://edri.org/l



REVIEW OF CYBER POLICIES PROTECTING WOMEN AND CHILDREN ONLINE10

In 2006 the government of Uganda initiated the Uganda Internet Governance Forum for the purpose of 
improving data transmission and e-government infrastructure within Uganda for both governmental 
and non-governmental entities. However, as more Ugandans started accessing the internet, the 
government enacted more laws to govern internet usage and protection of various groups like women 
and children in Uganda. Although there are no specific laws focusing on fighting violence against 
women online, the National Action Plan on Women, the Gender Policy Act, the Domestic Violence 
Act and the Female Genital Mutilation Act aim to advance women’s rights in Uganda. However, they 
need to be conscientiously enforced and implemented for gender equality and the empowerment of 
women to be fully realised. 

There are several laws in Uganda that severely infringe on internet rights and have been used to 
either prosecute or intimidate internet users. These laws include the Regulation of Interception of 
Communication Act (2010), the Computer Misuse Act (2011), the Anti-Pornography Act (2014), and the 
Uganda Communications Act, (2013). These laws have been widely criticised for violating individuals’ 
right to privacy on the internet.

The statutory instruments include international and national instruments;

i. The Declaration on the Elimination of Violence against Women Article 1

ii. The Convention on the elimination of all forms of discrimination against women (CEDAW)

iii. The African Charter on the Rights and Welfare of the Child, Article 16

The National instruments are;

iv. The 1995 Constitution of Uganda

v. The Computer Misuse Act 

vi. Data Protection and Privacy Act

vii. The Regulation of Interception of Communication Act 2010

viii. Access to information Act 2005

ix. Children’s Act (2016) CAP 59 as amended

x. The Penal Code Act Cap 120 Chapter 14, section 128,(3), Section 144, Section 148

xi. The Uganda National Parenting Guidelines 2018 by Ministry of Gender, Labour and Social 
Development

xii. The prevention of trafficking in persons Act 2009 No 7 &8

xiii. The National Child Policy Implementation Plan 2020/21 – 2024/25 strategy 3.3 & 3.7

xiv. The Anti-pornography Act. 2014
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The international instruments

The UN Declaration on the Elimination of Violence against Women was adopted by the United Nations 
General Assembly in 1993. The Declaration states three categories of violence against women: violence 
perpetrated by the State, such as violence against women in custody and as part of warfare; violence 
occurring within the general community, including rape, sexual harassment, trafficking in women 
and intimidation at work; and violence in the family and in the private sphere, for example incest and 
selective abortions). Article 1 states that discrimination against women, denying or limiting as it does 
their equality of rights with men, is fundamentally unjust and constitutes an offence against human 
dignity.12

The United Nations Convention on the Elimination of All Forms of Discrimination against Women 
(CEDAW) states that parties should adopt the necessary legislation to combat discrimination and 
advance women’s rights as well as ensure equality among women. 

Although CEDAW implementation mechanism is considered as weak, it includes submitting periodic 
reports on any measures undertaken to implement the Convention as well as monitor states’ 
compliance. Although countries like Vienna adopted CEDAW, it concentrated on a variety of issues 
such as female genital mutilation, rape and torture, domestic battery and female sexual slavery, all 
of which had previously been regarded, in some quarters at least, as acceptable or beyond the realm 
of the law. The inclusion of such practices within the realm of international law was an important 
statement from the UN, and it placed individual rights to physical integrity above claims of cultural 
rights. It also recognized that national or cultural support for such practices ignores the wishes of 
women themselves, as well as the many voices, even in supposedly homogenous cultures, which are 
opposed to such practices.13

The African Charter on the Rights and Welfare of the Child, Article 16 requires states to ensure 
that children are protected from all forms of torture and inhuman or degrading treatment by parents 
and others caring for the child (article 16). In relation to protection against child abuse and torture; 
Article 16, 1 and 2 as stated below

1. State Parties to the present Charter shall take specific legislative, administrative, social and 
educational measures to protect the child from all forms of torture, inhuman or degrading treatment 
and especially physical or mental injury or abuse, neglect or maltreatment including sexual abuse, 
while in the care of the child. 

2. Protective measures under this Article shall include effective procedures for the establishment of 
special monitoring units to provide necessary support for the child and for those who have the care of 
the child, as well as other forms of prevention and for identification, reporting referral investigation, 
treatment, and follow-up of instances of child abuse and neglect.14

12     https://www.eods.eu/library/UNGA_Declaration%20Women_1967_en.pdf
13     https://www.coe.int/en/web/gender-matters/united-nations
14  https://www.achpr.org/public/Document/file/English/achpr_instr_charterchild_eng.pdf
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3.2.1 Policies protecting women and children online in Uganda

The national instruments

A number of studies have been carried out to find out if people are aware that exposure to inappropriate 
content, online predators and cyber bullying are forms of online abuse. At least respondents related 
those forms of violence with nude pictures, pornographic and obscene messages threatening phone 
calls with the intention of enticing sexual exploitation. WOUGNET, SIDA and Association for Progressive 
Communications (APC) highlighted that such are crimes and can be reported to the Ugandan police 
although police has no means of tracing crimes carried out online. 

The study sought to find out if there were any existing policies in relation to protection of women and 
children online and to what extent they protect them. There is knowledge of policies on human rights 
violation and there is an understanding in respect to the existing laws however it is not known to what 
level the policies protect women and children online, how they can be used to protect victims as well 
as to whom such crimes can be reported if identified. A detailed view of the implementation of each 
policy is shown below.

Based on the international instruments Uganda took steps to revise its instruments. For example, 
with guidance from the African Charter on the Rights and Welfare of the Child and the CEDAW Uganda 
revised the 1995 Constitution of the Republic of Uganda. The adjustment emphasized giving special 
attention to vulnerable groups like children making it the duty of every citizen to prevent abuse, social 
and economic exploitation. The children’s Act Cap 59 was also enacted in 1996 and it also provides 
protection of children. Enacting these laws enabled the creation of family and children’s courts as 
well as family protection units.15

The 1995 Constitution of Uganda:

Article 19 provides for the right to internet access and restrictions. 
This provision expresses the right of freedom of media and 
expression. Thus every Ugandan has a right to use the internet 
either for expressing one’s views or gathering information without 
any governmental interruptions. However this right plays hand in 
hand with the Computer Misuse Act 2011.

Article 21 of the constitution further highlights the Rights of 
Marginalised groups; these groups include women and children 
who are known as the “at risk groups”. All persons are equal before 
the law in all spheres of political, social and should enjoy equal protection of the law.

15 https://resourcecentre.savethechildren.net/node/2272/pdf/2272.pdf 
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Article 33 (1) (2) of the Constitution of Uganda provides for the rights of women thus: (1) Women shall 
be given full and equal dignity of the person, and equal opportunities in political, economic and 
social activities with men. (2) The State shall provide for the facilities and opportunities necessary to 
improve or realise women’s full potential and advancement.

The Computer Misuse Act:

It aimed at making provisions for the safety and security of electronic 
transactions and information systems to prevent unlawful access, 
abuse or misuse of information systems (including computers) 
and to make provision for securing the conduct of electronic 
transactions in a trustworthy electronic environment and to 
provide for other related matters.

ICT companies such as Facebook and Twitter among others have 
formulated policies and guidelines to address   online Gender 
Based Violence (GBV). Facebook launched a victim support hub 
called Not without My Consent.

Section 13 discusses the rights to due process under legal claims. This provision makes it an offence 
to use internet access with intent to commit further offences.

The Act further envisages the offences that affect one’s right to internet access from Section18 to 
section 26.

The offences fall under criminal law and offenders shall be punishable by paying a fine or imprisonment. 

However due process should not be subject to unreasonable delay. Once a person has been detained 
for more than 48 hours without being charged or brought to court, he/she should be released as 
highlighted in Article 23(4) of the 1995 Constitution. 

Data Protection and Privacy Act:

Section 24; an individual has a right to access their personal 
information once their identity has been confirmed. 

Section 25 & Section 26-An individual may write to the data 
controller to stop processing their personal data which can cause 
damage or if it is for marketing purposes. 

The data controller is obliged to respond within 14 days. 
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Section 28 is to the effect that when the National Information Technology Authority is satisfied that 
the data is subjected to personal data, it may order that such information be rectified, blocked, erased 
or destroyed.

The Regulation of Interception of Communication Act 
2010:

Section 9 and 10 provide that the telecommunication service has 
to register the customers SIM card and ensure proper records are 
keeping the information. 

Before any information is disclosed, notice of disclosure has to be 
given to the subject matter.

Access to Information Act 2005:

Section 5 says that every citizen of Uganda has a right to access 
information or records of the State or public body. However, this 
right will only be met if said information does not prejudice the 
state security. 

Section 11: A form of request to the information officer shall be 
submitted in writing in order to access that information.

Section 15: the information officer may defer (refuse) giving access 
to some information where said information i) is yet to be published 
ii) has been prepared for submission to a public body.

Section 29 shows the power the information officer of a public body has in regards to protecting 
persons and property by refusing access /disclosure of certain information. This is further envisaged 
under section 30, section 31, section 32 and section 33 of the same Act.

Section 35 protects third parties whose information is subject to disclosure for example trade secrets. 
However, women and children are not specified and how their information can be protected.
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Children’s Act (2016) CAP 59 as amended:

Section 8A highlights child protection online; 

1. A person shall not engage a child in any work or trade that 
exposes the child to activities of sexual nature whether 
paid for or not.

2. For avoidance of doubt, it shall be unlawful for any person 
to use-

a) Inducement or coercion in the encouragement of a 
child to engage in any sexual activity;

b) Children in prostitution or other unlawful sexual 
practices; and 

c) Children in pornographic performances or materials

A person who contravenes this section commits an offence and is liable on conviction, to a fine not 
exceeding one hundred currency points or to a term of imprisonment not exceeding five year.

The Penal Code Act Cap 120 Chapter 14:

Section 128, (3) highlights the protection of human dignity; that 
any person who, intending to insult the modesty of any woman 
or girl, utters any word, makes any sound or gesture or exhibits 
any object, intending that such word or sound shall be heard, or 
that such gesture or object shall be seen by such woman or girl, 
commits a demeanour and is liable to imprisonment for one year.

Section 144 states that except as otherwise expressly stated, it 
is immaterial in the case of any of the offences committed with 
respect to a woman or girl under a specified age that the accused 
person did not know that the woman or girl was under that age, or 
believed that she was not under that age.

Section 148 States that, any person who, whether in public or private, commits any act of gross 
indecency with another person or procures another person to commit any act of gross indecency 
with him or her or attempts to procure the commission of any such act by any person with himself 
or herself or with another person, whether in public or in private, commits an offence and is liable to 
imprisonment for seven years.

NATIONAL 
COUNCIL 
FOR CHILDREN

PRIVATE SECTOR 
FOUNDATION 
UGANDA

APRIL 2016

Key objectives
The journey
Key amendments
Next steps

The Children Act 
Amendment 2016
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The Uganda National Parenting Guidelines 2018 by Ministry of 
Gender, Labour and Social Development:

This discusses the protection of children by parents through the Children’s 
Act Cap 59 as amended. It stipulates that (i) it shall be the duty of a parent, 
guardian or any person to provide education and guidance and (ii) any person 
having custody of a child shall protect the children from discrimination, 
violence, abuse and neglect. Every parent shall have parental responsibility 
of their child.

The prevention of trafficking in persons Act 2009

No. 7 on promoting trafficking in persons stipulates that any person 
who advertises, publishes, prints, broadcasts, distributes or causes the 
advertisement, publication, printing broadcasting or distribution by any 
means, including the use of information technology and the internet of any 
pornographic or other material intended or likely to facilitate trafficking 
in persons; commits an offence and is liable on conviction to a fine not 
exceeding one hundred and twenty currency points or to imprisonment for five years, or both such 
imprisonment and fine, and on subsequent conviction for the same offence, is liable to imprisonment 
of seven years without the option of a fine

No. 8 on offences related to trafficking in persons states that a person who introduces or matches any 
person to another for purposes of sexual exploitation, commits an offence and is liable on conviction 
to imprisonment for five years or a fine of one hundred and twenty currency points or to both such 
imprisonment and fine, and on subsequent conviction for the same offence is liable to imprisonment 
of seven years without the option of a fine.

The National Child Policy Implementation Plan 2020/21 – 2024/25

Strategy 3.3 talks about strengthening the capacity of the national child 
care and protection sector for effective response to prevent and protect all 
children against all forms of violence, exploitation, abuse and neglect.

Strategy 3.7 is on developing and implementing interventions to address 
cybercrimes including online child sexual abuse and other internet-based 
child protection risks and violations

Consider the general wellbeing of a child. It emphasises the development 
and implementation interventions to address cyber-crimes, online child 
sexual abuse and other internet-based child protection risks and violations.
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The Anti-pornography Act 2014:

This was a measure to curb pornography both online and offline; however, 
the law has been used to harass women victims of so-called ‘revenge’ 
pornography. Section 13(1) of the Anti-Pornography Act criminalises the 
production, trafficking in, publication, broadcasting, procuring, importing, 
exporting, selling or abetting any form of pornography. However in 
Uganda, if someone posts nude pictures of a woman, it is her who suffers 
humiliation. It is suggested that instead of protecting the person whose 
nude pictures have been exposed, she is the one who is punished. This therefore shows that despite 
the existence of the law, there is a lack      of gender specific provisions to curb online violence of 
women and children in Uganda.

As highlighted above, it was noted that there is no specific instrument focusing on cyber violence 
online against women and this makes it hard to monitor the implementation of activities. An 
example is the Uganda National Child Policy 2020. It was clearly stipulated that its main mandate 
was to ensure children’s issues are integrated in government Ministries, Departments and Agencies 
at National and Sub-National levels. At national level, through the line Ministry, Ministry of gender, 
labour and social development, department of youth and children affairs, a national child policy 
implementation unit was established to coordinate and oversee the development and coordination 
of activities. Committees were formed to enact ordinances and bye-laws to protect and promote 
child wellbeing, monitor the enforcement and implementation of protection laws. All these did not 
cater for the online violence against women and children thus implementation online hard.
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Governments have tended to tackle online related sexual exploitation and abuse with an emphasis 
on building the ‘architecture’ to protect or rescue children through establishing legislation, pursuing 
and prosecuting abusers, raising awareness, reducing access to harm and supporting children 
to recover from abuse or exploitation. These are essential components of a protection response. 
Internationally, however, progress is unreliable. Many legal jurisdictions, for example, fail to enact 
legislation sufficient to combat child abuse images or laws to criminalize grooming. There is also a 
lack of awareness or discomfort among parents and agencies with child protection responsibilities 
about the real nature of hazards or effective protection strategies. Awareness of online related abuse 
and exploitation appears not yet to be organically embedded in the great majority of child protection 
systems and responses. 

Policy Enforcement and 
Implementation Gaps4.0
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There are genuine challenges and fears within the industry. Some of the measures that could 
contribute to making the Internet safer for children appear to challenge current business models; they 
might appear to reduce the competitiveness of an individual company, or to threaten other freedoms 
inherent in the way the Internet currently operates. However, it is arguably in the longer-term interests 
of the Internet itself, and in particular of the larger companies that dominate it, for governments to 
feel that legitimate concerns for the welfare of their citizens, perhaps especially in relation to children 
and young people, are taken seriously and are acted upon promptly. Otherwise there is a risk that 
governments or regional bodies will step in to regulate and legislate in ways that negatively affect the 
Internet as a single global system embodying freedom of information.

The online environment of the 21st century has transformed criminality in a number of ways: as an 
advanced vehicle for communications, it has created a transnational environment that provides new 
opportunities for harmful activities, and the virtual nature of the online environment means criminal 
activity can sometimes fall outside the jurisdiction of the criminal justice process. Crime prevention 
may no longer be only about surveillance and investigation within the immediate community 
but instead may cross local, national and international boundaries. It may not be easy to assign a 
jurisdiction to a crime committed in the virtual environment. Moreover, particular crimes might also 
involve many victims from different countries, thus complicating legal and child protection processes 
even further. Crimes online may involve offenders who perpetrate them in locations thousands of 
miles away from the victims. This poses serious challenges and requires greater collaboration among 
the police forces, social and cultural environments, political expectations, and levels of capacity, 
technical expertise and resources.

Establishing that an online crime has occurred is often not a straightforward process. A unique 
characteristic of the online environment is that physical contact between the victim and an offender 
does not need to occur for a crime to have been committed. The 
challenges for law enforcement agencies are particularly great 
when the law does not provide clear definitions of criminal activity. 
For example, to establish that a crime has been committed is it 
sufficient to establish ‘intent’ to lure a victim even if no actual 
physical contact has been made; what evidence of ‘intent’ is 
required; what constitutes a ‘pornographic’ image of a woman or 
child? In some jurisdictions, for example in Canada and the United 
Kingdom, both simulated and real images of women and children 
engaged in sexual behaviour are criminalized.

Children’s Act 2016 CAP 59 as amended has not come out strongly 
with punitive action against culprits, 100 currency points which 
only comes to 2,000,000 Uganda shillings is too low for the 
perpetrators. Besides the Act has not come strongly specifically 
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on online child sexual abuse and exploitation which is one of the contentious issues to be included 
in the proposed amendments.

Technology-related violence against women, girls and children, women’s online participation and 
representation and domestic legal remedies for survivors’ digital rights are provided for in Uganda’s 
domestic laws, policies, regional and international commitments. The Uganda National Child Policy 
2020 indicates the increase in online child sexual exploitation which includes child sexual abuse/ 
exploitation material. But the gravity of online abuse seems to be under looked even by the new 
policy that was recently launched by the government that has not come out strongly to speak about 
the vice despite the numerous reports on the increase of online sexual and harassments.

The Uganda National Parenting Guidelines 2018 by the Ministry of Gender, Labour and Social 
Development places the responsibility of protection of children against sexual predators on 
parents and is silent about the perpetrators. The guidelines will only protect girls and women if 
the whole community is involved in the upbringing of children otherwise the society as it is now 
where spirit of individualism is the norm becomes hard in the protection of girls and women 
against cybercrimes. Protection of children and women should be seen to be a responsibility of all 
stakeholders including children themselves, they should be taught the basics on what is wrong and 
how to get out of any situation that is detrimental to them.

When it comes to various organs of government to take part in protecting women and children from 
online violence, they often do not respond as expected and the policy implementation is inadequate 
because many persons are not aware of the existence of the policies thus not reporting any violations. 
This has been seen in the case of Uganda where despite the existence of a cyber-crime unit, there is 
a lack of skills and the need for training staff to protect women and children. Staff should be trained 
on focusing on the perpetrator who has caused the online violence rather than the woman and child 

who is victimized as an example, in the case of cyber 
bullying. Victims can end up depressed, humiliated 
and even commit suicide if such disregard to privacy 
and protection is ignored. Most online violations go 
undisclosed. When that abuse takes place online, the 
level of disclosure is even lower. Some victims who have 
been abused perceive the persons they have formed a 
relationship with online as their relatives, boyfriends or 
girlfriends, and they are emotionally dependent upon 
them. Victims end up being isolated with little or no 
social support and less likely to report to authorities. The 
disclosure of the abuse may often be underestimated 
and misunderstood.
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Remedial Actions and 
Recommendations5.0

Internet freedom in Africa is quite worrying if not dealt with by both state and non-state actors. 
The challenge for policymakers is not to get side-tracked into pointing blame but instead, it is to 
coordinate action by a range of public and private actors on a number of interrelated issues that 
ultimately come under the heading of ‘building a safer Internet’. These include integrating an 
understanding of the methods of child sexual abuse and exploitation into building Internet access; 
understanding child usage of ICT and working with young people on effective safety strategies; 
integrating awareness and understanding of online-related child abuse and exploitation into child 
protection systems; developing effective law enforcement against online-related women and child 
abuse and exploitation; and integrating child protection into effective law enforcement. While usage 
may still be less pervasive in low- and middle-income countries, protection is a challenge they will 
face in the imminent future that needs to be addressed now.

For the Private sector actors, they should make sure that policies are easily accessible to the public 
and implementation clear and fair. This will or might reduce the need for governments to disseminate 
regressive laws and regulations. Dissemination can include online adverts to lure women and children 
into potential harmful online situations.
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The initiation and promotion of digital rights can be emphasized to enable people to speak out 
about any licensing obligations and government practices that undermine privacy and freedom of 
expression, protect users’ data, and align with initiatives that grow access, affordability, and innovative 
use of digital technology. 

The private sector should be in position to give public access to reports for transparency on how 
women and children are protected online. This can be done with support from UCC, mobile telecom 
companies like MTN, AIRTEL, AFRICEL and others. These reports make it easy for the public to know 
how these companies are protecting the privacy of women and children.

The need to ensure awareness among both non state actors and state agencies for literacy campaigns 
and increased use of tools of anonymisation and circumvention. The need for civil society to cooperate 
more and support or build mechanisms for digital security support are vital.

The government of Uganda mandatorily ensured that the telephone companies register their users 
attaching copies of their national ID which was a step in the right direction. But the government 
needs to go further to ensure that this data is used for the purposes of identifying those who violate 
the rights of women and children. This can be done by involving the public through training the 
community, sensitizing them of their digital rights and making the internet accessible to everyone. 
This can protect women and children as well. Since the OTT tax has been scraped but data costs 
greatly increased, a challenge in protection of victims still overwhelms the intention. The data costs 
should also be reduced to help in the monitoring of those who violate rights and thus stopping it 
through implementation of the laws.

Government needs to invest in wide dissemination of laws and policies against cyber-crimes for the 
masses to understand and be protected against online violence. This is because the benefits would 
be for both parties and create a society that respects and honours women and children in all aspects. 
Integrating awareness of online related abuse and exploitation into the broader child protection 
agenda should be a priority for policymakers.

There is a need to fully understand cyber-crimes, how they manifest and their effects to enable the 
government to understand the gravity so that more effort is geared towards its cause. This can be 
done through creating awareness and developing workable platforms through which messages can 
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be delivered. There is a need for cooperation between internet providers not just the regulators but 
other stakeholders to prevent and censor online content and limit sexual extortion opportunities 
which in the long run would support safer internet usage. There is a need to enact a comprehensive 
law on children’s online      safety and protection to provide a legal framework for protecting children 
while they are on line. For improved protection of children and women, there is need to involve the 
teachers who are now handling class online, parents and guardians in supporting efforts to protect 
them online by participating fully in the awareness sessions and refresher trainings.

Strengthening legal and policy frameworks against cybercrimes should also be prioritised. Uganda 
has good laws but there is a need to strengthen their implementation through the various channels 
and referral pathways in handling cyber-crimes. The police can be tasked to identify and analyse risk 
factors and assessment procedures to prevent online violence and re-victimization of women and 
children online.

In addition, the government needs to create awareness and develop campaigns protecting women 
and children against online cyber-crime. The government can do this as well as adopt cyber-crime 
legal rights and support services. Preventive measures should also be developed to include the ICT 
sector to regulate standards to avoid harmful gender stereotyping messages that harm women and 
children.

There is a need to adopt and enact an international human rights law framework that will hold 
countries accountable if they do not adhere to the rules and regulations of the framework. This will 
guide individuals, social media users, the private and public sector to develop plans through which 
organisations within the country can ensure the strategies are adopted to end violence against women 
and children. The media can also use such a platform to advocate for the protection of women and 
children by reporting through their free online channels.

There is need for a specific law on “Tech related Violence against women”. Currently, what Uganda 
has is scattered in various Acts and not specific to the more vulnerable gender. This makes referral 
more tedious and especially to a lay man and other gender positive institutions. By making it a law, it 
will be exhaustive and referral easier to all persons. But this also explains 
why some cases take a long time to be investigated and tried in court. 

There is need to make some laws more specific and include the 
repercussions for the perpetrators if they are guilty of cyber stalking, 
sexual harassment and manipulation of personal information. The 
repercussions can be included in the anti-pornography act and the data 
protection and misuse act 2015 as paying heavy fines, get arrested and 
imprisoned as well as getting warned.

Investing in digital equipment and parental control software to use in 
monitoring violence can be one way to avoid violence online. 
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Conclusion6.0

Today, the use of ICT is a challenge especially if it is to be used to ensure protection of women and 
children. The fact that the use of the internet through various social media channels has heightened 
since the covid-19 outbreak, monitoring exposure to the internet      and protecting women and 
children is more challenging. The fact that there is limited information on online use by women and 
children, cyberbullying and the challenges faced creates a gap in knowledge about risk and Internet 
usage not only in Uganda but in Africa. The limited research available indicates that the issues raised in 
this policy review report are relevant for further improvement and implementation of laws protecting 
the vulnerable online. Women and children who access online are more likely to encounter threats 
without a way of finding justice because of lack of knowledge on where and to whom to report or the 
weak and unclear laws available. It is the responsibility of the government to ensure the protection 
of women and children by ensuring easy access to the internet      and creating awareness on its use, 
problems encountered and how to solve them through policy implementation.
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